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F_our]dations of
Liquid Types



var X:Int =3



var x{Intix=0} =3

Hey! That’s Ada’s NATURAL!




var x{Inthx=2&&x<18} =3




var x{Intlx%2=1}; =3

gwell - >
& ‘" % *‘ ,




{x:TIp}is a refined type.

X is the name of variable (or fresh name)
T is a type (usually a base type)
p is a boolean predicate that can mention x.

{x:Intl x>0 }
{y:Booll y }
{z:Floatl true }



{x:Tlp}is a refined and dependent type.

if p mentions variables other than x.

{X:Intlx>y}
{p:Intltrue} -> {q:Intlg>p}



function div(x:int,y:intly!=0)

div(3,0) X

{z:Intlz==0} <: {y:intly!=0}

vv:Int, v==0 -> vI=0



function div(x:int,y:intly!=0)

div(3,4) v

{z:Intlz==4} <: {y:intly!=0}

vv:int, v==4 -> vI=0



function div(x:int,y:intly!=0)

function g(z:intlz>=0) {
div(3,z) X

{z:Intlz>=0} <: {y:intly!=0}

vv:Int, v>=0 -> vI=0



How to prove (or disprove)

vv:Int, v>=0 -> vI=0

?

Full Dependent Types: Manually
Liquid Types: Discharging to an SMT Solver



Full Dependent Types

Often found in Interactive Theorem Provers (ITP)

* They require writing the proof manually.

* They are very expressive.

theorem proof : Vv, v>0 - v#0 := by
intro v
intro vgto
induction v
simp at vgto
simp



LiquidTypes

* They discharge the implication to an SMT Solver

2= 'CVC5,

alcidesaPowerbook.local /Users/alcides

Python 3.11.1 (main, Jan 9 2023, 14:15:10) [Clang 13.0.1 ] on damln
Type "help", "copyright", “"credits"” or "license" for more information.
>>> import 23

>> v = z3.Int("v")

>> s = z3.Solver()

>> s.add(v=0)

>>> s.add(z3.Not(vs0))

>>> s.check()

sat

>>> s.model()

[v = 0]

>> |

= 23.Solver()
.add(v>0)
.add(z3.Not(vs:0))
.check()




{x:Tip}is a liquid, refined and
dependent type.

if p is drawn from a decidable logic (QF_UFLIA)

QF: Quantifier-Free
UF: Uninterpreted Functions
LIA: Linear Integer Arithmetic



{x:Tip}is a liquid, refined and
dependent type.

{z:Intlz>0}

{z:Intlz+y=>0}
{z:Intlz*y>0}
{z:Intlz*3=0}



{x:Tip}is a liquid, refined and
dependent type.

Uninterpreted Function
predicate size : Array -> Int

empty :{z:Arraylsize(z)=0}
append : X:Array ->
el:Int >
{y:Arraylsize(y)=size(x)+1}



Implementations of
Liquid Types



ML(1991) C (2012) Haskell (2014) Scala (2016) Java (2018)
s e —-—e/
Javascript (2012) Typescript (2016)  Rust (2022)



Liquid Haskell

Extension of Haskell with Liquid Types

e https://ucsd-progsys.github.io/liquidhaskell/

 The most mature Liquid Type implementation
* Enforces totality and termination
* Allows to prove theorems

» Reflects Haskell to Logic

* http://ucsd-progsys.github.io/liquidhaskell-tutorial/


https://ucsd-progsys.github.io/liquidhaskell/

Liquid Haskell

{—@ vectorSum :: (Num a) => Vector a => a @_}
evectorSum x = sum [ X ! 1 | i <= [ 0 .. \ 11
where

n = length X



Liquid Haskell

{-@ fib :: Nat =-> Nat @}
1 )¢

oflib n = fib (n-1) + fib (n-2)



Liquid Haskell

{-@ type OrdList a = [alf @}

{-@ ups :: OrdList Int @-}
ups = [1, 2, 3, 40, 5]



Flux
Rust plugin for LiquidType-based static analysis

e https://flux-rs.github.io/flux/

 Combines ownership and liquid types.

86 #H flux::sig(fn () — 132[3])]
87 pub fn mk_three() — 132 {
88 let mut rig 3132 = ®;|

89 r
oo F
91
92
93
94

96
97
98
99
100




. . z{ Liguid
LiquidJava =Java

Compiler for Java annotated with Liquid Types

e https://catarinagamboa.github.io/liquidjava.html

@Refinement ("positive > Q"
int positive : : : .
positive = 50 @RefinementAlias("RGB(int x) {x >= @ && x <= 255}
class MyColor

@Refinement ("RGB(r)") int r

@Refinement ("RGB(_)") int g

@Refinement ("RGB(_)") int b

positive 1

@Refinement("_ >= 0 && _ >= n"
public static int absolute(int
if(0 n

return n
else

@RefinementAlias("Percentage(int x) { x >= 0 && x <= 100}"

public class Grade

What about gnatprove? @Refinement ("Percentage(_)"

public static int addBonus(@Refinement("Percentage(_)"
int grade
@Refinement ("Percentage(_) && bonus < grade"
int bonus

1f((bonus grade 100
return 100

else
return grade + bonus




LiquidJava

Liquid Types and Typestate

Typestate

Overview Package m Use Tree Deprecated Index Help

Prev Class Next Class

java.net

Class Socket

java.lang.Object
java.net.Socket

Summary: Nested | Field | Constr | Method Detail: Field | Constr | Method

Frames No Frames All Classes

755//(1(/
> =’Java

close

unconnected

(‘ Java

connect

@ExternalRefinementsFor ("java.net.Socket")
@statesSet ({"unconnected", "bound", "connected", "closed"})
public interface SocketRefinements ({

@StateRefinement (to="unconnected(this)")
public void Socket();

@SstateRefinement (from="unconnected (this)", to="bound (this)")
public void bind (SocketAddress add);

connected

sendUrgentData

Client code

Socket socket = new Socket();
socket.bind(new InetSocketAddress(...));
socket.sendUrgentData (90) ;
socket.close () ;




Applications of
Liquid Types

Machine Learning



MVP

Data Source
Import from CSV 1
Data Transformation

creditcard.csv Undersampling
Rows: 284807

Columns: 31
Time Series: false

Random State: None

. Random Forest Classifier
Split Dataset

Test Size: 0.25
Train Size: 0.75

Shuffle: false
Stratify by Class: false

Trees: 100
Max Depth: None
Criterion: gini

Data Balancing

Evaluate Classifier
Visualization

Classification
Regression
Classifier Evaluation
Regressor Evaluation
Import from CSV 1
(Dataset Port n_cols == 31)
Dataset Port n_rows == 284807)

Dataset Port n_rows == 284807)

Dataset Port reduced == False)

(
(
(Dataset Port time_series == False)
(
(

Dataset Port processed == False)

l




MLVP

Story #1: PHP Bytecode encoding

static const char *zend_vm_opcodes_names[199] = {

"ZEND_NOP",
""ZEND_ADD",
"ZEND_SUB",
"ZEND_MUL",
"ZEND_DIV",
""ZEND_MOD",




MLVP

Story #2: Sorted Dataset

3

- ) ﬂ’ training
7and° ” data

complete ' \

_
dataset ’;G\A
Maijp;
e

— _
test s




MLVP

Story #3: Temporal Cross-Validation

teration 1 /////A % l— { — ]l__
feraton 3 % '




MLVP

Story #4: Data Leakage

dff'target’] = df['old_target’].map(

lambda x:1 if x == “Cat” else 0)
X = df.drop(‘target’)
y = df[‘target’]

During our contamination check we discovered that portions of BIG-bench [48] were inadvertently mixed
into the training set, and we excluded it from our reported results.



MLVP

Static Verification of Semantic Properties

Categories Defects

Missing values

o Missing feature scaling
Feature normalization

Incorrect imputation

Incorrect interpolation

Missing subsampling

Data balancing Missing supersampling

Too many synthesized instances (e.g., SMOTE)

Use the same instances in training and testing

o o Using features built from the target features in training
Training/testing instances

Missing data shuffling

Perform cross-validation using Time Series

Incompatible data type between components

Pipeline construction Unexpected data distribution

Input dataset having an expected type or format




Applications of
Liquid Types

Robotics



Integrating Robotics Software Components is not easy!

B
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High reuse of source Developers rer on a small
code, libraries, and set of packages
CO nfigu ratio n fi | eS [Estefo, 2019 et al; Kolak et al, 2020]

[Garcia et al, 2020] I

80% of dependencies

[Kolak et al, 2020]



Integrating Robotics Software Components is not easy!

Issues during development ceo cta, 2019 Atal etal, 20201
Difficulty in system configuration

Dependency Issues

Lack of documentation

i 0 reported issues when integrating new
- 1% ere

[Estefo et, 2019]



Integrating Robotics Software Components is not easy!

<!—— Launch joy node —-—>
<node pkg="joy" type="joy _node" name="joy">
<param name="dev" value="$(arg _dev)" />

| <param name="deadzone" value="2" />

<param name="autorepeat_rate" value="40" />
<param name="coalesce_interval" value="0.025
</node>

~deadzone (double, default: 0.05)
This parameter is specified relative

to an axis normalized between -1 and 1.



ROSpec: a language for verification of robotics software
architecture

# Specification
expects {

cmdvel.linear.x > 0.0,
cmdvel. linear.y > 0.0,
cmdvel.linear.z > 0.0,

} where {

cmdvel: Twist topic /cmd_vel
}

ensures {
topic_scan.range_max - topic_scan.range_min < ranges_size,
topic_scan.angle_min < topic_scan.angle_max,
topic_scan.range_min < topic_scan.range_max,
topic_scan.angle_increment >= 0,

} where {
ranges_size: int := 120,
topic_scan: nav_msgs/LaserScan := topic /base_scan

}

# Native Functions
ensures {
tag(topic_scan, "metric"),
tag(t1, "metric"),
} where {
t1: PoseWithCovariance := topic /initialpose

}



LiquidJava for MAVSDK %%~ ®

(O~
« MAVSDK is one of the two most popular open-source drone '
controller frameworks (with a version in Java)

Mission
started

Mission
uploaded

Connection

established startMission

uploadMission

@ExternalRefinementsFor("io.mavsdk.mission.Mission")
@ StateSet({...,"connectionEstablished", "missionUploaded", "missionStarted"})
public interface MissionControllerRefinements {
@ StateRefinement(from="connectionEstablished(this)",to="missionUploaded(this)")
public void uploadMission(MissionPlan missionPlan);

@ StateRefinement(from="missionUploaded(this)", to="missionStarted(this)")
public void startMission();

}

Mission mission =
drone.getMission() ;

¥ mission.startMission();



LiquidJava for MAVSDK

setAttitudePositionMocap
Initialized setOdometry
setVisionPositionEstimate

Camera APL allow the drone 10 capture videos and photos of s suroundings
Al the getter should be enabled at all times without triggening any bugs

States Transitions
Mocap 2 6
Geofence 3 5
Mission 4 14
Offboard 4 17
Camera 6 15
FTP 5 19
FollowMe 6 20

4 bugs were found!

2 in Camera, 1 in FTP and 1 in FollowMe

sopPhotointerval




Why are
Liquid Types
not being adopted?



Participative Design of LiqguidJava

Syntax Survey with 50 collected answers

~
GRefinement (* >= 0 && _ <= 100”)

A public static int percentageFromGrade (RRefinement (“grade >= 0”) int grade,

QRefinement (“*scale > 0”) int scale)
- /

@Refinement (“{grade >= 0} -> {scale > 0} -> {_ >= 0 && scale > 0}")
B public static int percentageFromGrade (int grade, int scale)

o /

20

A
Not (e o Preferable °
acceptable € @& ¢
./ 0
o ¢ Not Accept. Acceptable Preferable
B

Not Accept. Acceptable Preferable



Editor Support for LiquidJava

% File Edit Selection View Go Run Terminal Help Test2java - together2 - Visual Studio .. — O X
® Test2java 1, M X >Dv 3 @M -
src > together2 > @ Test2java > ...

11 public void createSocket(InetSocketAddress addr) throws Exception { =

12 int port = 5000;

13 InetAddress inetAddress = InetAddress.getByName("“localhost");

14

15 Socket socket = new Socket(); .
16 socket.bind(new InetSocketAddress(inetAddress, port));

17 socket.sendUrgentDatag99); B
18 socket.close();

19 }

PROBLEMS @) TERMINAL  OUTPUT  DEBUG CONSOLE Y & -

v @ Test2java src\together2 .

® Failed to check state transitions. Expected possible states:(connected(this))

Ul
<

NOTIFICATIONS

0 ©) LiquidJava Extension is ON! Enjoy!

@ Found LiquidJava Api in the workspace - Loading Extension...

X  Pmant O ®1A0 # LiveShare Spaces:4 UTF-8 CRLF Java %  Spell JavaSE-11



User Study on LiquidTypes

=W N -

Are refinements easy to understand?

Is it easier and faster to find implementation errors using
LiquidJava than with plain Java?

How hard is it to annotate a program with refinements?

Are developers open to using LiquidJava in their projects?

‘.' 56 °/ Very Familiar wi ava
..a" 3 0 0 ry thJ
".‘\

Vaguely or Not Familiar
)
80 /° with Refinement Types



User Study on LiquidTypes

Analysed Data

7| Answers

(Correct, Incorrect,

Compiler Correct,
Unanswered)

(O Time spent

I Long Answers

Study configuration

~\

4 )
Task 1 - Find the error in plain Java RQ2
67%%&%%&7
Sum .
i Exercises / /// ///////
AﬂwmnAOAAO )
Task 2 RQ1 |

Understand Refinements without prior explanation

‘;—T@ Overview of LiquidJava

.

Task 3 - Find the error in LiquidJava  RQ2
Fibonacci .
Exercises

ArrayDeque
N Y,
( )

Task 4 RQ1+3
. Annotate Java programs with Liquid]ava
( )
Comments RQ4

. Describe what they liked and disliked about LiquidJava )




User Study on LiquidTypes

¥ 22 -
(]

Intuitive refinements

@Refinement ("-25 <= x && x <= 45")
int x;

//Correct:

x = 0;

//Incorrect:

X = 46;

LiquidJava Usage before Overview

) AR 3:3% ERNERN

7 7 77

Variables Methods
Annotation Target

Class Protocol

a4 Correct WW |ncorrect Unanswered

Overview
Video and website

Add annotations

LiquidJava Annotation Results

Class Protocol Class Fields

Annotation Targe

Variables Methods

“e Correct mo Compiler Correct ™= Incorrect Unanswered




User Study on LiquidTypes

7] LiquidJava helped developers find the bugs in code

Best results for lesser-known classes

Answers to Socket
Java Liquid)Java

15 + -

0
40.0% 46.7%

100.0% 100.0%

1 53.3%*

1 T T
To Find To Fix To Find To Fix
Answers Answers

Number of Answers

Correct % Incorrect Unanswered



User Study on LiquidTypes

Developers liked the error reporting and state refinements
but want better better plugin integration and error messages

Participants are interested in using LiquidJava

Would you use Liquid)Java in your projects?
100.0%

Number of Answers
= - N N w
o wn o wn o
1 1 1 1 1

wm
1

09%
yes no
Options

o
L



Future Directions for
Liquid Types

Program Synthesis



Program Synthesis with Refinements

SMT-based Program Synthesis

Fitness Function via
Property-Based Testing

def f(i:Int, j:Int) -> kiInt | k > I+j and isPrime(k) {
??

Found
} Problem Formulation uses LQ Solution
S

A
> Libr <
v v Aon Compiler
Liquid Non-liquid [ Fitness _ with
Refinements Refinements "| Conversion Refinement Typed
K Genetic Programming
4 N\
Legend
Aon Code
Random Input Fitness Criteria Compiler
Y | component
Candidate
Liquid Type + O uti
Synthesis \
FitnessEvaluation
. Typesafe Typesafe
. ZHkeion Recombination Mutation
—>

Selected Offpring

Population
parents




Tree Generation

[ {z:Integer where z > 10} J

el e2 d=2
application
(y:Integer) -> {z:Integer -
L where z > 10} Integer
ed e4
application d=1
(x:Integer) -> (y:Integer) ->
{z:Integer where z > 10} (+ )2 >10 ]

+ d=0

variable

Legend

@ AST node Expected Type Expected condition

Problem: SMT Solvers lack consistent non-determinism



Solution 1: Sample from Intervals

(x>=0 && x <=30 && x'= 1) (x> 100) , Type
l Q
Franslation to SymPy
¢ ¥ - Integer where x > D L& x < 10
L Or(And(And(Gte(x, 0), l.(c(\.]}u)i. Neg(x, 15)). Gi(x, 100)) )
Bounded Intervals LTI ¢
I x: Integer where x' 1 0

[[(0, ROpen( 15)), (LOpen(15), 30)], (LOpen( 100), Infinity))

I‘.,...‘.,-‘... % toen and men ) E; ‘

(0, 14), (16, 30), (101, maxin)] '3 Ol ¢ .
(.‘mcr-.nc]lhc value v Integer where x >

A | » ¢ Version
NN ® default

. | . . oo SEIRMEIRE™ o qflra

Integer qgfira-history
> 0 (@] aeon
L J
i -2000 -1000 0 1000 2000 35 40 4.5 5.0

value Individual Individual 1e9



Solution 2: MetaHandlers

(3)

Container(Parent):

age : Annotated[int, IntRange[0, 200]]

height : Annotated[float, FloatRange[0.10, 2.5]]

children : Annotated[List[Container], ListSizeBetween[1,30]]
var_name : Annotated[str, VarRange[["x", "y", "z"]]]

e GeneticEngine is a typed approach for Genetic Programming

e https://github.com/alcides/GeneticEngine

e pip install geneticengine

e (GeneticEngine is being used for interpretable machine learning:
 Glucose Prediction in Diabetes
 Bike sharing usage

 Understanding RNA Splicing


https://github.com/alcides/GeneticEngine

Genetic Programming improvement using Refined Types

Boom bikes Website visitors
1e5 FL fitness (MSE) comparison 105 FL fitness (MSE) comparison
fl 2.8 |
4.00 \
—— DKA-M3GP o —
_— DK-M3GP 26 e ———
3.75 — S
. —— M3GP —
o ]
£ 3.50 224
= e
& g 7
,5:' 3.25 r:g 22 \
< 3.00 = fl
20 —— DKA-M3GP
2.75 DK-M3GP =~
- - . > x
) 1.8 M3GP
2.50
0 50 100 150 200 0 50 100 150 200
Generations Generations
Caesarean Credit Risk
FL fitness (f1 score) comparison FL fitness (f1 score) comparison
0.850  —— DKA-M3GP
0.99 DK-M3GP
o © 0.845 —— M3GP
8 ) (‘)’ ;
S 0.98 > — 2
= —t— — 0.840
“ 0.97 | 2
& : % 0.835
= fl s
< 0.96 —— DKA-M3G =
DKA-M3GP 0.830
DK-M3GP
0.95 M3GP ,
0.825
0 50 100 150 200

0 50 100 150 200

Generations . .
Generations



O_verview of
Liquid Types



Liquid Types

* Types annotated with predicated from a decidable logic.

* Can be used to encode semantic restrictions that are validated during
compilation

e Useful for complex domains with lots of constraints
(Machine Learning, Robotics)

* Requires verification-style annotations, but more lightweight

* Can be used to guide search of programs (including ExplainableAl)

* Editor integration and error messages need to improve.



Questions?

TWO WEEKS LATER

I FOUND A CRITICAL
BUG IN OUR SOFTWARE
THAT COULD MAKE OUR

PRODUCT WORTHLESS

IN A WEEK.

IF YOU GIVE ME A
HUGE RATSE, T WON'T
TELL ANYONE ABOUT
THE PROBLEM UNTIL

YOU SELL ALL OF YOUR

COMPANY STOCK.

WHY
HAVEN'T YOU DIDNT

T HEARD ASK ME IF
ABOUT I KNEW HOW
THERUG  TO FIXIT.

@SCOTTADAMSSAYS

DILBERT.COM
©2018 Scott Mams, Inc./Dist. by Andrews NcMeel

2-7-18

http://alcidesfonseca.com
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